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Title: Senior Information Assurance Engineer 

Location: San Diego, CA

Tax term: FULLTIME 

Pay rate: DOE 

Job description:  Prepare certification and accreditation (C&A) documentation to support 

the DIACAP approval process within the Department of the Navy (DON).      

Ensure that DIACAP documentation produced complies with the provision of DoD 8510.01 (DIACAP), and DoD 8500 series IA policy directives. Provide documentation security analysis and review; summarize required information in a Certification Determination (CD) letters to support CA risk determination in order to obtain an I/ATO.

Be a subject matter expert regarding DIACAP documentation and certification evidence of programs, sites and users. Be able to provide risk assessment critiques and evaluations relative to NIST 800-30. Become an expert in DoDI 8500.2 IA controls and common vulnerabilities and exposures (CVE).   Be able to perform Test & Evaluation procedures in accordance with DISA guidelines and perform a risk assessment base off of that testing.
Required Skills:
· Minimum 5-7 years relevant work experience in the IA and C&A field. Work 
experience should include clear Risk Analysis efforts.
· Relevant Navy C&A Experience with DIACAP, T&E procedures, 

DISA STIGs/SRRs, vulnerability scanners (e.g., SCCVI/SCRI, eEye
Retina, DISA Gold Disk) and other related IA and C&A tools and processes.
· Thorough working knowledge of Navy C&A and IA guidance documents, messages, 
and instructions (e.g., as promulgated by DON CIO, OPNAV, DoD and NAVNETWARCOM).
· Familiar with systems engineering life cycle for information and tactical systems.
· Familiar with the DoD acquisition life cycle.
· Thorough working knowledge of the Information Assurance Vulnerability Management Process (IAVM) and FISMA requirements.
· Broad technical knowledge of system architectures, network elements and protocols, and system software.
** Ability to hold a Secret clearance required
Education:
** BS (preferred) or higher in a technical field related to Information Assurance or Computer Science OR a BA or higher in a managerial field related to Information Technology
** CISSP Certification or DoD 8570.01-M IAM Level III equivalent

** NSTISSI 4015 coursework
Sentek Global:
Founded in 2001, Sentek is a San Diego based business who is seeking multiple, qualified candidates for employment opportunities in San Diego in defense consulting. Our opportunities lie in the Naval and Joint C4I arena, and we will pay premium salaries to attract and retain top performers. Executive opportunities are also available. We are a Veteran Owned Small Business, and a registered 8A business. Read more at http://www.sentekglobal.com. 
Travel required: none 

Telecommute: no














